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Not Tasked with Regulatory or Investigative Powers
Privacy Protections covered under the CISA Act of 2015 
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OUTREACH ACTIVITIES
PSAs conduct outreach activities with critical infrastructure owners and 
operators, community groups, and faith-based organizations in support of 
CISA priorities.

SURVEYS AND ASSESSMENTS
PSAs conduct voluntary, non-regulatory security surveys and assessments on 
critical infrastructure assets and facilities within their respective regions.

SPECIAL EVENT SUPPORT
PSAs support Federal, State, and local officials responsible for planning, leading, 
and coordinating NSSE and SEAR events.

INCIDENT RESPONSE
PSAs plan for and, when directed, deploy in response to natural or man-made 
incidents.

BOMBING PREVENTION AND AWARENESS
PSAs work in conjunction with CISA’s Office for Bombing Prevention by 
coordinating training and materials for partners to assist in deterring, detecting, 
preventing, protecting against, and responding to improvised explosive device 
threats.v
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CISA mission: Lead the collaborative national effort to strengthen the security and resilience 
of America’s critical infrastructure

In support of that mission: Cybersecurity Advisors (CSAs):

• Assess: Evaluate critical infrastructure cyber risk.

• Promote: Encourage best practices and risk mitigation strategies. 

• Build: Initiate, develop capacity, and support cyber communities-of-interest and 
working groups.

• Educate: Inform and raise awareness.

• Listen: Collect stakeholder requirements.

• Coordinate: Bring together incident support and lessons learned.

• Notifications: Pre-ransomware notifications, vulnerability notifications, and 
Administrative Subpoenas
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1.  Cybersecurity Advisors
2.  State, Local, Tribal, and Territorial engagements
3.  Cyber Education and Awareness
4.  Federal Virtual Training Environment (Fed VTE)
5.  National Initiative for Cybersecurity Careers and Studies 
6.  Stop. Think. Connect.  
7.  Cybersecurity Awareness Month
8.  .gov Domain
9.  Request a CISA Speaker
10. Biweekly Threat Briefing
11. Information / Threat Indicator Sharing
12. Known Exploited Vulnerabilities (KEV) Catalog 
13. Resource Guides
14. Cyber Incident Response Tabletop Exercise (TTX)
15. Advanced Malware Analysis Center

16.  Cyber Performance Goals (CPG)
17.  Ransomware Readiness Assessment (RRA)
18.  Cyber Infrastructure Survey (CIS)
19.  Cyber Resilience Reviews (CRR )
20.  External Dependencies Management (EDM) Assessments
21.  Cyber Security Evaluation Tool (CSET )
22.  Cyber Hygiene Services

Vulnerability Scanning
Web Application Scanning (WAS)

23.  Remote Penetration Test (RPT)
24.  Risk and Vulnerability Assessment (RVA)
25.  Validated Architecture Design Review (VADR)
26.  Ransomware Vulnerability Warning Pilot (RVWP)
27.  CyberSentry Program*
28.  Secure Cloud Business Applications (SCuBA)
29.  Logging Made Easy (LME) Services
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2024 ODNI Annual Threat Assessment

Foreign Threat Actors

PEOPLE’S REPUBLIC OF CHINA

“China remains the most active and 
persistent cyber threat to U.S. 

Government, private-sector, and critical 
infrastructure networks.”

IRAN

“Iran’s growing expertise and 
willingness to conduct aggressive 
cyber operations make it a major 

threat to the security of U.S. and allied 
and partner networks and data.”

RUSSIA

“Russia will pose an enduring 
global cyber threat even as it 

prioritizes cyber operations for the 
Ukrainian war.”
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2024 ODNI Annual Threat Assessment

PEOPLE’S REPUBLIC OF CHINA

“China remains the most active and 
persistent cyber threat to U.S. 

Government, private-sector, and critical 
infrastructure networks.”

China’s Hackers Keep Targeting US Water and Electricity Supplies | WIRED

“China’s hackers are positioning on American infrastructure in 
preparation to wreak havoc and cause real-world harm to American 
citizens and communities,” Wray said in the public appearance. “Low 
blows against civilians are part of China’s plan.” The FBI director added 
that China has a bigger hacking operation than “every other major 
nation combined,” and claimed that if all of the FBI’s cyber-focused 
agents were assigned to work on issues related to China, they would 
still be outnumbered “by at least 50 to 1.”



1.  Train ALL Employees on Cybersecurity Awareness

2.  Implement Multi-Factor / Advanced Authentication
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